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Formal methods have proven helpful in modeling complex systems and ensuring they function correctly. This paper offers some basic
guidelines for HFES practitioners in choosing whether to employ formal methods. It also touches on emerging approaches to modeling
human behavior, attempting to answer two questions: 1) When are formal methods worth the effort? and 2) How do formal methods
apply to humans? A table of questions is offered to facilitate a discussion of tradeoffs in choosing a formal methods approach.
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INTRODUCTION

Imagine that someone told you that they could mathemati-
cally prove that an operator using your system would get dis-
tracted while working only 1% of the time. Furthermore,
this same person suggested that with the right planning, they
could guarantee with 90% confidence that your overall human-
machine system would not fail due to human error. If you are
unfamiliar with formal methods, you might think these claims
are quite surprising. However, formal methods is a powerful
tool that can be applied in a variety of human factors contexts;
this paper attempts to offer both a brief introduction to the for-
mal methods approach and some recent examples relevant to
the HFES community, particularly in the domain of modeling
human behavior. This paper discusses two key questions with
formal methods: 1) When are they worth the effort? and 2) How
do they apply to human behavior?

A “formal” method has a mathematical or computational
foundation that enables an automated approach to exploring a
system’s functionality (Wing, 1990). For example, imagine an
engineer designing the gates at a railroad crossing that lower
to block the road when a train approaches. In the U.S., an en-
gineer must follow rules like, “The crossing signal must begin
to activate 20s before the train crosses” and “The lights on the
signal must flash for 3 seconds before the gates begin to lower”
(U.S. DOT, 2002). Rules like this serve as specifications and
requirements of the crossing gate system.

At some point the engineer might wonder, “Do I have any
conflicting or incomplete requirements? Is my design correct

with respect to my requirements?” When using traditional “in-
formal” methods, there might not be an easy way to answer
those questions. If, however, the engineer had a computational
model of the crossing gate, including information about train
speed, train distance, and typical automobile traffic flow across
the railroad crossing, formal methods could be used to build a
formal model and as if satisfies system requirements, incorpo-
rates realizable operating assumptions, violates any safety prop-
erties, among others.

A formal model is typically constructed by specifying all
states that the system could potentially reach, including unsafe
states, and the transition criteria between states. In our railroad
crossing example, the state description would include informa-
tion about the gate (up, down, in motion), trains (speed, direc-
tion), cars (position relative to tracks), and any adjacent signals
such as a traffic light in close proximity. Transitions between the
states would model how these various parameters can change.

Naturally, with such a model, we wish to know if there is a se-
quence of inputs that will lead to an unsafe state. If there exists
such a sequence of inputs, it may indicate a flaw in our model
induced by missing or incorrect requirements and assumptions.
Formal methods tools, such as Model Checkers (Clarke et al.,
1999), can effectively explore if the system can reach an unsafe
or undesirable state (such as a car and train simultaneously at
the same location), and an operational path from the system’s
initial state to this state. The model checker could discover un-
usual edge cases that were not tested for and that the engineer
might not think of. Perhaps during heavy automotive traffic that
spans the crossing, cars might not have time to avoid the cross-



ing gates. Or perhaps in the rare case of a second train arriving
at the crossing from the other direction less than 20 seconds af-
ter the first train has finished crossing, the status of the gate is
unspecified, and revised requirements are needed.

This example illustrates one of the key benefits of formal
methods: verifying the completeness and consistency of a sys-
tem’s specification. Formal methods enable logically sound
reasoning about precise assumptions and requirements. When
these assumptions and requirements are satisfied, the conclu-
sions are mathematically guaranteed to be true. Any issue with
the validity of the conclusion stems from the validity of the
assumptions or requirements themselves. Some HFES practi-
tioners might argue that this idea puts the practicality of formal
methods at risk, since assumptions are almost always somewhat
questionable. However, one of the benefits of formal methods
is that the approach offers a robust framework to detect incon-
sistencies across assumptions or requirements.

The product of employing formal methods is a formal model
of system requirements and assumptions satisfying the requi-
site desirable properties. At this juncture, the requirements and
assumptions have been formalized, shown to be error-free and
consistent with the intention of the system designer. This formal
model can serve as the basis for the next stage of system devel-
opment. But is creating this model worth the system designer’s
time? That is the first critical question with formal methods:
When are they worth the effort?

Formal methods and their applications have grown in popu-
larity in recent years (ter Beek et al., 2024). This article explores
that value proposition question further with several examples
and offers guidance in navigating the trade-offs of choosing for-
mal methods.

FORMAL METHODS APPLICATIONS

While formal methods predate computing devices, formal
methods used today focus on computing hardware and soft-
ware. For example, formal methods are an integral part of In-
tel’s chip design process (Harrison, 2010). A CPU is a very
complicated device, and it is expensive to design. Once pro-
duced and shipped into millions of products, the chips are near
impossible to fix or recall. Creating that detailed computational
model makes business sense for Intel; executives want to be able
to mathematically guarantee that their chips will not fail.

Formal methods are also used to make software engineering
more rigorous, leading to fewer software bugs and avoiding po-
tentially catastrophic events (Woodcock et al., 2009). It is not
surprising that as software complexity increases, it is difficult
to guarantee that a system will perform as expected without er-
rors (Tucker, 2022). Complex systems are also more difficult
and expensive to test. For example, a multi-flaw error that oc-
curs only under a combination of very specific conditions may
take thousands and thousands of hours of difficult-to-replicate
tests to manifest itself. Such failures can be more rapidly found
(and fixed) with model checking’s exhaustive state-space explo-
ration.

Developers of safety-critical applications, including NASA,
FAA, and medical equipment developers, know that the con-

sequences of errors in these systems can be costly or deadly.
Indeed, they require guarantees that the systems will not fail or,
in the case of flight systems, fail only incredibly rarely. For-
mal methods have been successfully applied to domains such
as autonomous drone flight (“We can prove that if the follow-
ing conditions are met, the autonomous drone will not fall out
of the sky”) (Lee et al., 2012), railway safety (“We can prove
that there will be no collisions...”) (Ferrari and Beek, 2022),
Amazon Web Services security (Newcombe et al., 2015), au-
tonomous vehicles (O’Connor), and other examples (ter Beek
et al., 2024).

This increased use of formal methods has partially been en-
abled by scalable computing. If a system has 100 components,
and any 5 of them might affect each other at some point, there
are over 75,000,000 states to explore (100 choose 5). Only
through automated reasoning and today’s large scale of com-
puting power does model-checking all these states become a
tractable problem. Model checking systems can require a large
amount of computing resources, but if the cost of failure is ex-
orbitant or safety-critical, then formal methods may be worth
the effort.

To appreciate the appeal of a mathematical guarantee, and
understand another class of formal methods, theorem proving,
consider high/secondary school geometry.

To prove that the interior angles of a triangle sum to 180 de-
grees, students do not draw every triangle possible and measure
the angles. They are able to derive this result from other geo-
metric theorems, such as (1) a line describes an angle of 180
degrees, (2) the parallel lines and transversal theorem, and (3)
the opposite angle theorem. A theorem prover works similarly:
it can be used to prove a theorem using a set of axioms. When
the axioms are insufficient to complete the proof, additional ax-
ioms may need to be provided, or intermediate lemmas may
need to be proved, to complete the proof.

Using principles of mathematics, logic, physics, and engi-
neering, (in addition to theorems about geometry) formal meth-
ods can be similarly used to prove theorems about computa-
tional systems. In the earlier discussion of model checking, we
referred to “paths” to failure states. These paths can actually
be considered to be theorem proofs. An engineer may want to
prove that given inputs A, B, and C, the system will success-
fully perform at rate X . Just as the triangle proof begins with
givens and ends with a proven theorem, the engineer can enter
those inputs into a theorem prover, along with the model, and
ask it whether the theorem “System performs at rate X” can be
proven.

FORMAL METHODS AND HUMAN BEHAVIOR

The examples described so far have focused on systems,
their requirements, and their performance. But formal meth-
ods can play a large role in human-machine systems, and ar-
eas of human-computer interaction (HCI) such as user interface
design. This section addresses the second question: How do
formal methods apply to human behavior?

In the HFES community, a symposium on formal methods in
human factors was held at the 2017 conference (Bolton, 2017),



bringing together four papers that used formal methods in dif-
ferent ways. These papers and others mentioned below help
us answer several questions that arise about human interaction
with systems:

1. What workflows will emerge between humans and a par-
ticular system?

2. Can we predict errors and challenges that are both cogni-
tive and physical?

3. How do those interactions change according to individual
differences or behavioral inconsistency in the humans?

4. How do those interactions change if the system is intelli-
gent?

Question 1 has been addressed frequently in investigations
of human-machine systems. One paper used formal methods
to analyze workflows between humans and autonomous flight
systems (Ma and Feigh, 2017). Another paper employed formal
methods to predict interactions between a human operator and
a teleoperated robot under latency conditions (Cubuktepe and
Topcu, 2017).

Question 2 was addressed, for example, in a formal methods
paper that explored a human’s use of the affordances of aircraft
cabin doors (Abbate and Bass, 2017), and in an analysis of hu-
man errors that result from the use of Automatic Teller Machine
(ATM) (Roggenbach et al., 2022). A recent paper used formal
methods to predict some of the usability concerns that led to the
Boeing 737MAX issues (Barshi et al., 2024).

Question 3 is also addressed by the ATM analysis, since it in-
cluded specific parameters for short-term and long-term mem-
ory of users that could be varied within the model to reflect user
differences. Another paper used probabilistic formal methods
to accommodate human variability within a reliability analysis:
how likely is it that employees in a pharmacy will dispense in-
correct pills? (Zheng et al., 2017).

Regarding Question 4, formal methods have also been ap-
plied in the growing discipline of AI. A recent paper attempts
to increase user trust in AI systems within a meteorological
context using formal methods (Tavolato-Wötzl and Tavolato,
2023). Given the rise of research in human-AI teaming (HAT,
also called human-autonomy teaming or human-agent teaming),
a recent PhD dissertation applied formal methods to HAT and
proposed a Belief Graph approach for modeling the human’s
various belief states about the AI system (Brännström, 2025).

Alan Dix, a long-time authority in HCI, distinguishes be-
tween three kinds of models when applying formal methods
to HCI: dialogue models (a network of user actions), full state
specifications (which includes both the system’s states and the
user’s actions), and abstract interaction models (focused on the
properties of classes of systems) (Dix, 2023). Another approach
in applying formal methods to HCI considers models for each
“layer” of the interactive system: control logic, user interface,
use cases, the user, and the context (Campos and Harrison,
2025). Optimal requirements for each layer might include con-
sistency, predictability, reversibility (undo), and completeness.

One approach to formal verification in HMSs involves model
checking, where a system’s behavior is exhaustively analyzed
against a predefined set of logical constraints. In cognitive

modeling, modeling architectures such as ACT-R and Soar of-
fer structured representations of human cognition that can be
formally specified and translated into verification environments
such as nuXmv or TLA+ (Bhattacharyya et al., 2021; Ganer-
iwala et al., 2025; Langenfeld et al., 2018; Narayan et al.,
2023). This process allows for the detection of potential failure
modes in human-machine interactions, particularly when cogni-
tive workload, task complexity, and decision-making under un-
certainty are considered. By leveraging computational logic, it
becomes possible to reason about human cognitive states under
various operational conditions and ensure that specified behav-
ioral constraints are met.

Another approach involves probabilistic verification, where
the inherent variability in human performance is captured us-
ing stochastic processes. This is particularly useful when mod-
eling inconsistent human behaviors in dynamic environments,
such as aviation or medical systems, where errors may arise
from fatigue, stress, or distractions. Probabilistic model check-
ers such as PRISM or STORM can accommodate human per-
formance variability by incorporating likelihood estimates into
the formal models (Hensel et al., 2022; Kwiatkowska et al.,
2011), enabling an analysis of how certain human errors propa-
gate through a system. This technique has been applied in prior
research to evaluate workflow reliability in aviation and health-
care, ensuring that system constraints account for human unpre-
dictability (Bhattacharyya et al., 2018; Paassen et al., 2014).

A final comment about the use of formal reasoning on human
behavior: using formal methods for analysis of human machine
systems has been done for years, but what is newer is combin-
ing formal systems models with human research data. For ex-
ample, if a research paper claims statistically significant differ-
ences in human performance under Condition A vs. Condition
B, could we use those research results to create a human model
that serves as a component of a formal methods analysis? An-
swering this question is one of the goals of the project support-
ing this paper (Wilding, 2023). Often HFES research is useful
for understanding the dynamics of the specific conditions of the
study but not very generalizable beyond those conditions. A
formal methods modeler would almost prefer research closer to
studies from the psychophysics era of HFES research, in which
results often consisted of thresholds such as perceptual just not-
icable differences or capacity caps in working memory.

MAKING THE CHOICE FOR FORMAL METHODS

To aid an HFES praticitioner in deciding whether to use for-
mal methods, Table 1 offers a series of questions. The more
“Yes” answers the questions yield, the more likely formal meth-
ods will be helpful.

This paper offers human factors practitioners practical guid-
ance in considering the trade-offs associated with formalizing
human behavior. Although formal verification can provide rig-
orous guarantees, defining an exhaustive set of human behav-
ioral constraints remains a challenge due to the infinite vari-
ability in human cognition and interaction (Amalberti, 2001;
Rushby, 1997). It is critical to explore how formal meth-
ods frameworks can balance systematic abstraction with practi-



Table 1: If the answer to many of these questions is Yes, consider
using formal methods.

System Questions
1 Is failure highly consequential?
2 Is the system highly complex?
3 Is it difficult to test your system completely?
4 Is it important to have a solid, agreed-upon spec-

ification of your system (rather than it changing
frequently)?

5 Is it critical that the system be correct the first time
deployed?

Human Questions
6 Are there some reasonable parameters to describe

the human reaction to the system, e.g., a distribu-
tion of reaction times?

7 If there are notable individual differences between
users, e.g., between novices an experts, are there
data to describe those?

cal applicability, ensuring that models remain computationally
tractable while capturing critical edge cases that may lead to
system failures. The focus is on understanding where formal
methods can realistically provide guarantees in human factors
applications and where their limitations necessitate alternative
approaches. Through an interdisciplinary analysis of existing
formal methods applications in cognitive systems, automation,
and human-computer interaction, this paper seeks to bridge the
gap between human factors research and formal verification.
The findings will provide a foundation for further empirical
validation and integration into real-world safety-critical appli-
cations.

CONCLUSION

Formal methods, particularly model checking and theorem
proving, have been extensively used in verifying safety-critical
systems and analyzing human-machine systems. Developing
a way to harness current HFES research results for modeling
humans within this approach could have strong potential, but
more exploration within the HFES community is needed.
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